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EULGJHV:
engineers can ñlookò at a
bridge and have a pretty
good intuition about
whether it will hold up or not
Ũredundancy; predictive
theoryũ

FRGH:
programmers have very
little intuition about their
code; often it is too
expensive to have
redundancy; not
ñcontinuousò
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ñProgram testing can be a very eʯective way to
show the presence of bugs, but it is hopelessly
inadequate for showing their absence.ò

unfortunately attackers exploit bugs ŨSatanôs
computer vs Murphyôsũ

Dijkstra: shortest path algorithm, dining philosophers
problem, semaphores
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7KHRUHP� There are inýnitely many prime numbers.
3URRI é

similarly

7KHRUHP� The program is doing what it is supposed to
be doing.
/RQJ� ORQJ�SURRI é

This can be a gigantic proof. The only hope is to have help
from the computer. óProgramô is here to be understood to be
quite general Ũprotocol, OS,éũ.
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despite NASAôs famous testing procedures, the
lander crashed frequently on Mars
a scheduling algorithm was not used in the OS
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Let a low priority process L temporarily inherit
the high priority of H until L leaves the critical
section unlocking the resource.

Once the resource is unlocked L returns to its
original priority level.
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by Jane Liu, 2000
òThe job Jl executes at its inherited priority until it
releases R; at that time, the priority of Jl returns to its
priority at the time when it acquires the resource R.ó
gives pseudo code and totally bogus data structures
interesting part ñleʶ as an exerciseò
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by Laplante and Ovaska, 2011 ŨŰ113.76ũ
òwhen [ the task ] exits the critical section that caused the
block, it reverts to the priority it had when it entered
that sectionó
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3ULRULW\�6FKHGXOLQJ
a scheduling algorithm that is widely used in
realţtime operating systems
has been ñprovedò correct by hand in a paper in
1983
but this algorithm turned out to be incorrect,
despite its ñproofò

we corrected the algorithm and then UHDOO\
proved that it is correct
we implemented this algorithm in a small OS
called PINTOS Ũused for teaching at Stanfordũ
our implementation was much more eʵcient
than their reference implementation
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core
system

your system

policy +
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$ 6RXQG�DQG�&RPSOHWH�7HVW
working purely in the dynamic world does not
work ţţţ inýnite state space

working purely on static policies also does not
work ţţţ because of over approximation

suppose a tainted ýle has type bin and
there is a role r which can both read and write binţýles

then we would conclude that this tainted ýle can spread
but if there is no process with role r and it will never
been created, then the ýle actually does not spread

our solution: take a middle ground and record
precisely the information of the initial state, but
be less precise about every newly created object.
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